Responsibility

Summary of key responsibilities summary —>
Corporate HQ HR RD / DD* Country Management* Individual

Policy LEAD ADVISE ADVISE / IMPLEMENT ADVISE / IMPLEMENT IMPLEMENT / PARTICIPATE
development
Risk
. . OVERSIGHT LEAD ADVISE ADVISE ADVISE
intelligence
Uzl . OVERSIGHT ADVISE ADVISE ADVISE LEAD
preparation
ST OVERSIGHT ADVISE OVERSIGHT OVERSIGHT LEAD
preparation
ST EL OVERSIGHT ADVISE OVERSIGHT LEAD IMPLEMENT / PARTICIPATE
mgt planning
Deteriorating
country OVERSIGHT ADVISE OVERSIGHT LEAD IMPLEMENT / PARTICIPATE
situations
Crisis

CLOSE OVERSIGHT ADVISE ADVISE LEAD IMPLEMENT / PARTICIPATE
management
Preml_s es OVERSIGHT ADVISE ADVISE LEAD IMPLEMENT / PARTICIPATE
security
Incident

OVERSIGHT ADVISE OVERSIGHT / ADVISE LEAD IMPLEMENT / PARTICIPATE
response
External
LEAD IMPLEMENT ADVISE / IMPLEMENT ADVISE / IMPLEMENT IMPLEMENT

services mgt

Practice and
testing

LEAD AT CORPORATE LEVEL
| OVERSIGHT AT OTHER
LEVELS

ADVISE / IMPLEMENT

LEAD AT REGIONAL LEVEL /
OVERSIGHT AT COUNTRY
LEVEL

LEAD AT COUNTRY LEVEL

IMPLEMENT / PARTICIPATE
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*Where there is no country office but only periodic missions,
RD / DD acts as Country Management



Information / — NN
1

decision flows

Information and decision flows — the wiring that underpins —
personnel risk management

-
Local
resources

Medivac &
insurance
services

Corporate Country

Services risk team
External
experts

Individual
personnel
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Information and decision flows — the wiring that underpins

Information / — NN
decision flows L 1
1

personnel risk management — with explanations

The Board provides ultimate policy
oversight and approves any significant
risk management expenditures

Corporate Services
prioritises needs, and
then vets, selects and
manages long-term
medivac and insurance
providers

Board

Medivac &
insurance
services

RD / DD take their cue from Corporate Services
on risk management standards and processes,
and in turn provides advice and feedback for
policy and service development

RD / DD oversees /
advises on country
risk planning and
provides any relevant
regional resources

RD / DD

Local
resources

Corporate
Services

External
resources

External policy and crisis
advice and risk
assessment are
commissioned by
Corporate Services

perceived

country risk

HR supports country risk
teams with risk

intelligence and planning
advice, and backs up key
documents

Idividual personnel
should notify HQ of

mismanagement of

Country
risk team

The country risk team
develops local
relationships and
liaisons which could
assist with risk
mitigation and crisis
resolution

Individual

Corporate Services
directly manages HR, who
in turn is responsible for
risk intelligence and
support to country teams

HR provides key document back-up to
personnel, travel briefing intelligence, and
supports travel preparation (checking
insurance coverage, medivac status etc)

personnel

Individual personnel
participate as risk
team members, and
support and
implement risk team
decisions
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Risk file —» IIIIINIEIEGE
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The risk file — all relevant documents and where to find them

» Alignment on risk management is underpinned in part by shared documentation

» Documents are subject to individual interpretation, but nonetheless provide the most efficient means of sharing relevant information

* The ideal place to make documentation available is the Intranet - it is accessible from anywhere with reasonably stable Internet access
* The next best option is a shared drive, but this can be hard to access locally and replication with periodic update could be required

* The last option is a hard-copy pack,

but this is unwieldy and hard to update

Reports and assessments from external resources, including
insurers, medivac suppliers and risk management
consultants

/

regularly (frequency varying with
threat and rate of change) and

experience, including risk incident
reports (cleaned for any necessary
individual confidentiality)

-

Structured risk assessments updated

documented learning from direct WFC

Copies of travel documents
and medivac & insurance
cards should be stored with
HR on-line and in hard copy,
and at the country / region
level in hard copy

Travel documentation

[ Consulting reports and advice

External information sources

HR risk intelligence (inc. incident reports)

Foreign office / embassy
links and reports, key

regional news sites, links
and downloads of useful
security manuals, stored

with HR with online
\\access

Country risk management plan

The policy document and
a few key contingency
plans should be readily
available to all
management personnel

Personnel risk management policy and key
contingency plans

//The country risk
management plan is to be
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disseminated in hard
copy at the country level,
and retained with relevant
RD / DD and HQ (HR)




Acting on risk intelligence — ad hoc organisational adaptation
to changes in the risk profile

L 1
L
Acting on — I

intelligence

One or more incidents of

Routine risk intelligence
research tends to have
increasingly negative

relatively unexp
assessments for specific

high to very high concern
occurs — this was

ected

regions or several regions
where we operate

The negative trend triggers
a top-down review of
routine risk intelligence
which indicates a
heightening risk profile

Risk
intelligence Incident or
paints worse crisis
picture
% —

Policy and / or country .
plans are revised to R_ewsmn - Incident
account for emerging policy and / or reporting

patterns in threat and country plans

vulnerability across some
or all of the global
portfolio — operating /
country units adapt

vccordingly

Learning

Recent incidents and routine risk
intelligence are reviewed for new
patterns in threat and vulnerability -
decision is taken to revise risk policy
on ad hoc basis, without waiting for a
routine review
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The new vulnerabilities
indicated by the recent
crisis / crises feed into
learning about changing
patterns in risk




